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Abstract of JP2002007094 

PROBLEM TO BE SOLVED: To make 
decoding of a password which is set in a 
printer to be difficult and to sufficiently improve 
security of the printer. SOLUTION: A personal 
computer transmits a printer password to the 
printer at the time of starting. The printer 
collates the password with the password which 
is set when it receives the password. When 
the matching of a collation result is 
discriminated, the permission notice of a 
printer operation is transmitted to the 
computer. When the personal computer 
receives the permission notice, it starts the 
control of the printer. At the same time, a 
clocking operation is started and the password 
which is set is changed every time 10 seconds 
are clocked. The changed password is 
transmitted to the printer. When the printer 
receives the changed password, it rewrites the 
printer password which is set to the received 
password. During printer control, the 
passwords of the computer and the printer are 
changed at every ten seconds. 
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B>ifEffi*g«rt, «ft©Sc±W^» Rastt-cv^s^u 

y ^ffl^y-KSraysbfcftiiWBT'y y*/9»byy 

!7-H©*JEasfrfeft3£. rw^ELfcT'y y*fflA* 
*y- K4rMfE^y y* tci£{f-r33S2 y- K3s 

tulET" y y* f±, 7"y y*ffi^*y-K5rlElgrr5*# 

(B^a^aiflr-rs^y y^ffl^y-KSrSffi-s*:, 

r:©gfibfc7 , y y*/H'<*y — KfclWB'FffJBI*;** 
y IwfEtgLTifcS^y y*ffl/-**y — KifiB-&i-5^ 

KcD-aft*lWfi-5 £ , fufE^*3£Wc:7- y y* tb^cD 
fFWafc«ri^1-3lf^afca&flr#afc, IMBJ|S2©/< 

x7- KSsflr^a^asflri-ST'y y*«^*y- xt* 
m-r 5 1 lufE^Fff ^tt * * y khsib l r a> 5 r y y * ^ 

/**y — V*m%&z.Z>;<x7— KSf #lx.#at Sra 

j& © 3 y KKS<3v ^ty y y hWiifr&ft b z. t 

[sf*92] «S*ii11te:/y y*&S8RU ffffBffi* 
£Ht©SM£fc J: D tWBT' y y^fca-ry K«r2sfIU-C« 
K)-t-57°y y^ v-^-r-Mcfcl^-C, 

iwaja*K«»4, 3at©ft±tfn#. ajt^ftxv^^y 
y^ffl^y— K^tfriEy y x^icjSfli-f SJB 1 

y - K3s«#a t > Cl©&l©^xy-K2£f§#a;3S7" 

y y*^;*y- \t*m®vit&tHH7v y*a»b7*y 
aifsi-s 7- y y **jffl#a t , tn*»fls&fr 5 tn^^a 

fflRk 1itHEfHNr#aiS@fSB*MSrW-B#^-5fefcaSS^ 

#at, :o/^!7- « ifgc is/ !) y?ffl^ 
fs#at &att, 

trashy y*r±, ^y y.*ffl/<;*!7— K*rE«i-5«* » 



{f^aa^rrsy y y^^y- k«:s«i-3 t „ 

y t-iBHu-cfesyy y*/B^:*y— KiJi-fri**^ 
y- Ki*fai> ;<d^!7- KHB-fr^a^^7— 

fFBrii*pSr2i«i-5fF^ra»as«¥ais wib*2o/"« 

*y- K2He^a#^Bl-5 7° y y^ffl^!7-KSr§ 

m-f-5 1 ttjiB^sistt^ * y kib* LTfo^-7°yv^« 

✓«*y— K£»#**3'<:*y— K«S**.#ai:, Si 
If fB© A73 K i 9 *trlB5FS«Btt> * y fcisti LX ft> 5 7° 

z>y±v h#a>£an\ Miay y v*fw»*a*sfis« 

i-5 3-7VK5rS{IL^cD3-v>-K^S<5^Tyy V F- 

7°y y^ffl/^y- KSrE«i-5«#**.pr«*^ff» 
4-stris^#^'tt^^-y »-istibTfe57°y y^^^^y 

- KtfiB.-g-r^/^y- KI^fgi> :©^?-F 

at, ^©fF-Bra^aM^atisffRratooafeftftW 

■f-5 1 tfrfB^#^'tt^ * y (cfBtft Ltfe57 , yy?f/'« 

*y- K*«#**.5^^17— K»*lft*.#aSrR»tfc. 
[11*354] - fl^SeSlcmu r ©»*»«*» b 3 

7°y y^/8/^y- KSrfEfti-SW^lftiTtB'fc'Fff* 

— KSrS(Si-5t, ^©SftLfey'y y^ffi^y— K 

^mrre^ff^'tt^ ^ y {ciEttbTfc^yy y^ffl^^y 
RB-a-^a^^ y — k©— asr^Wfi-a £ , *trfa^*ys 
at, i©*fBni*naift#atJ:5*iFpra*p©Ss<Sfftt(r 

^y-KSr»#»*.*^y-K»***.¥ai> at* 

#© A7J K J: 9 ME^S^tt ^ * y tcfEfS L T & 5 y y 
y^ffl/^y— KSr^feaSUfc^Dfflflt^ y -fey K-f-s 

y-fey h#as:a»tfcr t**MRfci-57*y y<?„ 

SB©^t J; t> striae y y^ta^yKtiHsuts 
Sb-f-sy'y y^->^xA©yy y*$iJW:frifc»-*5^T, 
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isa&antu iwai5i5sattiofF^ra*ptr*flii-* 

t-7°y ^ffflflP^MteLTmilE^y ^^»C7"y v hlfl! 

a-^KSrSWU fusS^y y^li:©3v 
^ t r © = V KfcX-^TT'y V hftfE 

HQs M^o^MiWWeK^S^TU^ST'y 

- Ktriwa^y ^tMu. ttiiEyy v^ttrro^M 

L7t7* y itWB^IWBtt* 
^y tdfSlSLTfeS^'y ^ffi^y-KSr»tlft*.5 

[000 1] 

[0 0 0 2] 

[&&©g[fl?] &5fc, T'yy^v'XfAiLtfi^ #M 

¥8-34 1 4 7-§-^t-IB«^H-CV^t)W^*PfetV 

y y^ 3 ^LfcT'!! y^-y^rA-c, ^"y^^3 

7 % £S#f ©J^IgB 8 t EP33H?tffl 9 *> * 5 EP^gfl 10K 
[0 0 0 3] ^" y ^ 3 ©il«(§aj 4 f4#±ttfi« 2 fc 

fcr- * t-*<5v ^-bCfc^B^-©^-^— 9 t$©i£ff , 
fBtfi^5±T-©l^7*-*i§;lfc, ttRmftA8&tffli^ 

Tl/^o Sfc. yy V* 3©*»36tt**y 7Kfi#5£ 

[0 0 0 4] wCD^v'^-rAfCtS^TIi, ±fe^*2 
V* 3 £r31JRi-3 t % ^(D7*y >9 3 (Cn ^ ygjRas 

iSltSit, ry 3(±n^ ys*©fcofc±ttif 

2fcfM#I Dt/^T7— KSrS*-*"*. r*UC«fc9, 
fiJJB##±(fc3lll 2*^7°yy^3 fcspjffl* I D £ /<* 



4 

#5t©A£©£#Uffl r. t 5 J; 5 »C LTV x 

[0 0 0 5] 

— h9-^^ltty^-©3yt'a-3"y 
At ii(S 5rtr5^l!c(D7°y y^VxfAt*i^t 

1^5 as, r©£ ^ft^vt*^-^ v^A^/g-t-s:? 1 

fcfc-fe^ y "Tftfr*,, :/y V^as 

Sii^fooTrro^y asffi©^— yt;v=yf 

[0 0 0 6] b*»L**Sfe, roi5JiC/!Jy^^f 
5 co T?Jfc«tt«|«S $ < -fe a. y r- <f -h^^-T* fo 

[0007] ^rx'if*3Sisu ; 2B2tt©^^«. 7°y 

y?l:RSLfc^^7- Kco^K^BUJc ^V^9 
^7=-A5:*#t-r5.„ ft*3S2fE«<D|g?gf±. £ib 

^•(tti-IS^-et, rii,tJ;!)7 , !)y^o^y7 1 ty^ 

[0 0 0 8] i-fc, lt*Jj3SO ! 4fe^C0^PJf4, 

17— K©*flKfrHIBCU t*ayf-ft*»CKft5 
rtis-etST'y V^Srffitt-fSo it*3S4IB« 

fts^!5&^sr^^T*#57 , 'y ^9*mm-t-* B 

[0 0 0 9] W*3j5IE^C0^BJtt, -7V^9 

40 dr^y7 i ^$:5E^lcSft-5r.i:^t?tS7°y ^9*s*t 

k<d7\) ^9mwJ5&*w&rrz>o 

[0010] 

y >-*lC3-v>-K£i£{tLTiE»-t-57 0 y y^Wfi 

^■y v^ffl/-?^!7- KSraytuyta^y y^H^yy 

so *ftfls©ffT^a*n«r*{rr5i:7 F y ^W»S:H*6L, 
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*\z.m$-ir : b%i2<D;<*y--Ymm^Wit*Wirt. 7°y 

7°y >-^ffi/^!7- K Sr^Fff Utt^ ^E- y KlfEltLTfcS 

yy ^ffl^*?- Kt^-g-r^^^^^-Kra^s 

•f-5 3-^^KSrg{fL-?-(D3-7VK}cS^V^T7°y V h 

[0011] if*3S2iE«©^0j(i, ffi*S*tr^y v 
Sr^UTIEt&i-S^y ^^^■^AtJb'V^, S5Sg 

V— ^flz.&m-fZ'Mi 1 W^^!7— KizHS ft 

r©3?iro/^;*7— Ki^fi^S* 5 ^ v*^*? 

SrSft-r^tT-y ^fW^SrMi&u yy >-^»c7°y >- 
Mi^^tT^ss-^vK^fB-r^T'y v^m^s 

y >-?mffl*n-?x^^Mffl. n^mm^m^ 

f^-SttKl^g^tbTV^T'y >*Jf ^*7- KSr^X 

t x sgi©^*?- K^t^a^^fsi-^yy ^^ffl/-? 

- KSr^FS^tt^^ey l'IB®LTfe67 s y 



5 

[0 0 12] W*«3lsm^PJfi, S^W-S^c 
U ^£D^*^S/!» 1 6.=^>'K5rSfBbT-7°y v KfbfE 
*fto7l) V^^ct3^^-C, 7*y v^ffl^^*7- KSrfEtl 
-fSS#&;i^#Bft?Fff3Ste^y ^^^iUft 

7 s y >-^«/-?^.y- K&^ffU'tt^y tciatibTfes 

7°y >-c?ffi^^!7- KiflH-frl" 7— Ki-^ft 

il*coi^^ffi*geic-c^H$Hfc7'y y?ffl^<xy 

- KSrSlf-rS^^S^'tt^^y l'IElSLTfe5.yy ^ 
[0013] «*354|B«cD^PJtt. 

7*y >-^^^^7- K^ff^tt^^ey ^iBttLxfes 
-K^sff-r^t^^tt^^-y t'lsisL-Tfo^yy v 

30 t v ftW^coA^^J; 'J^ff^'tt^^y }-IEltLTfe5 
7°y V-^fflz-s^y-K^^fe^SLfcUJ^il^yir-y h 

[0 0 14] St*3S5l3«tD^|«fi, ffi*^«^^y >- 

40 issLTfcsyy istm^T- v- Ktra-a-b, /<*7-k 
*^«L, ^safi^rotF^rs^p^smi-stT-y v 

-^vKSriUff U 7"y V^tt^Wa-^V t 

* 3 -r v KJcS-^i/ ^t/yvh tbf^Srffv \ ffljfeiis 

:©tiuc^y ^^9 - KSr7"y y^tm 
so {f-r^t^ig'tt^^y t-iHtiL-Tfosyy v^ffl^- 5 ^ 
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[0015] 

^py^H-e, l i tt«*Sii Lt^-yfA/ay 

-^12 Sr^LTir^^ ix^-r A 1 3 fcilfSSrff 5 J: 5 
* l 4«Mfttt£ivc^3. 

[ooi6] Htria^^ — yt^^yt°a- * i i taffw 

33 ^b 0 ^—^ i i t^y y 1 5^^g£frlT^£ 0 Su 
|E:/y 1 5tt, WJ»«*flcS:«ja-t"5CPU 

rom c y — k • y — ^ * y ) , fflrE/*— y**vu 

^yt\-^ i l a^feo^— ^Sr— «FlBti-t"5RAM 

om ( y — k ■ tyy- ■ ^y ) 1 7, :/y 

Kl 8XWl«*^*«:fT 5*—* 1 9 «r«MMffli"5 

:/y v^^n]^2 ostmiB^-y^ 3 ^^-* 

1 1 ia«Srtf 5a«I F Wy#-7x-^) 2 l Sr 
«*.TV*«. Wia«f*#J«»l 6. 77r>^ROMl 

[0 0 17] 0 2(^-yt^3ye o a-^ 1 li^li 

1 5 ioa»Stf**tKK<J<&SSr*-t1«*uBI 
-e, ^-yt;^yt'a^i ifi x S 1 tcx, 

if I D^A^^S- £T^>-t 0 ^~^<£>3£_h&f £r?r5o 
[0 0 18] ft*,±4S«fc, /^yt/V^yfa-? l 

:/y ^/s^y-KSr^y i 5\cmm-tz> (JBi 

[0019] yy i 5te, sii ict, y-Jvv 
=t>-t o ^-* 1 1 ^b^7 p y y*ffl/^!7- K££fi 

U S12CT, SftUfc^y y*ffl>^!7- KfcttlE 

77r>^ROMi 7^^*is:^$^T^5^ , y y*/B 
[0020] roiR-ft*** §{fLfcyyy^ffl/^7 

Wri-st, suet, mm^-y-i-^^^t^-? 

«¥«) c 

[0021] y-^/v^vt 0 ^— ^ i i «\ yy 

1 5 4>b^y ^»f^©flF^raft*r36flli-5i, S3tc 



8 

^y y bftf^^tT^Sa^^-^v K^i^f 5rtr5 (7° 

y o 

[0022] 7 B yy^i 5H s<— y^w^yf^— * 

1 l^ba^^y-KSr^rTS^ Sl4l:T, 

y KMS^^T^y y*fffl»[E]S§2 O^rlgihUT^y y 

T^-y-^/^yt 0 ^-* 1 1 ^{g-rSo 

[0 0 2 3] /^-yt/vnytv-^i :/y y* 

§M&i-5. tut, yyy^is^b^^r-^^^ 

m-rs tft^aW'a^^Koafew £fr5o ^5tt, ^ 

-yf/v^y^^-^ i i t^V y^i5 i:own?a^ 
[0 0 2 4] /^yt;^yt a a-^ nit ^i)y^ 

20 Sr^HU (/<;*!7— K33E#») > r<£>^JE Lfc'**? 

— KfctWE^y i sKiasflr-*-* (I2^y-K 

[0025] /yy^i 5ft y^/v=3^t°^— * 
s:/y y*^*?- KSrSfltLfc^y y*/B^*!7- 

30 si7te:T, y-?vi^yt 0 ^— 9 1 1 K 

[0 0 2 6] /^yf/v^yta-^ 1 1 tt. /^^y — 

[0027] ^(o«t5 4*^fc^tn ^-yt^ 3 

t^^y y^ffl^y- K&T'y y^ 1 5 irifiu -f 
40 yy^i 5rtr<^y y v^ffi/^^y— K&77 .yiy^R 
0M1 7^is^$^Tv>^7 p y y^ffl^^^y- KfcflB-fr 

ut^y ^^ttf^©w"sra*iSras«-t'5. 

[0 0 2 8] ^oT, /^yf/V^yta-^ 1 1 \x~f 
V 1 5KRJfeS*tTt^5^y ^ffl^^!7— KSrSfe 

— y^vzi^t: 0 ^-^ 1 1 fi7 e y ^^ft!]ffllSrlH*6i"5 t 
^y 1 5fca*3^^K*riS«U'C7 p y y^ 7 1 5tc: 

yy v Mb^SrtTto*5. 
so [0 0 2 9] yf;V3yt s a-^ 1 1 tt^y 
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>-*mm*mife~fz>tftm^&i 1 a£»jfEu iog> 
co^jEufc^^y-KSr^y v*i 5fcas«i-5. :/y 

Rt5i77*yVaROMl 7fc:R£S*VC^S:/y V 

-vt;^yt°a-^ 1 l f±^y y^i5 fc*5V*-c:/y 

[0 0 3 0] r 5 LT> /^-yt/V^yt^-^ lit 

7°y i 5 ttttttft'? v is#m'**y— K^o:t 

o,t5^y >-*ffl^*!7 — KG)******'*- y-Jw 

n^e^-^ i l^yyy^ i 5Sr»ttyyyMi] 
[0031] tut, y^^^f^— 9 l i 

^yyy^ l 5©fWflP*s*T"t-5i:^ , y >-*ffl^*!7- 

t^y y i 5 ^c^v^T*^w^^ , y v^/a^y- k 

3^t: 0 ^-^ i i S:5t^>Jilffct y-jvira^tf 

=l—9 i l^^yyy^ i 5^^{g$^^^y ^9m^< 

*!7-Kifc5o 

[0 0 3 2] J: 5 [:/^yf/v^ytV-^ lift 

t^yy i s^Rsesixa^y >9M'<*y— k#» 

^ ^y >^ 1 5^t^a!ir^^Ml-Sfc^: 
[0 0 3 3] fi£oT. IS* 1 5asjSJtK»oT 

fc^y > * i sKRjes^Ti^i^y ^jb/*;**— k 

rttt-e**v\ lot, /yy^isi^ti^g 

•»©4fe*«r«fT-t*««IBfr#U'Ci^Tt>r©> F y 

[0034] 2 (Dmrntomu) z<oni&<D&m-±7 r 

[0 0 3 5] H3K*ti 5 fc* y ] J ^9 1 5 1 tt v #1 
f(f«(0A*tJ:!)77y^ROMl 7Kl|E«L-C*>5 
^y V*ffl/^!7- KSrtO)(Mtfc y -fe y y -fey h 

£ 0 -Tftfc^, WlB*t2 4fc**^ *^III8&2 3fc#A 
7r^ROMl TfclEfiSixTW^^y V^ffi^^!7 
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[0 0 3 6] r^J:5*«J*»-*5^Ttt, ^^^15 

i Srtfafcswa* ^■j-v^/.cirofcfe^— y^ 

y ^@&§ 2 3 fcif AbTBrtBSfc^-t"* :tT77r>^ 
ROM1 ZfclBliSixTVvS^y V#ffi^^!7— Kff^ 

[0037] ztDtommtt K-es^ot^ 

5t©-cfc9, t^oT, rcoyy 1 5 1 Sr{fe<7?^— 
y 3 ^ b° rL — * tcggg lt t> r <d^— y =3 v tr 
^— ^a^b^BBMto^y is#m/<*y— KSrA^-rsr 

[0 0 3 8] **3, r<7>HlSC0?|gffi"Ctt«W#^A* 
[0 0 3 9] 

©*MKJ:ixff. 7°y ^*fcRj&Ufc/^l7— KolMK 
SrSjSfcb, ^y v^coir^zx y 7^^ Sr^fc*fe5r. 
iiST»#5^y ^^rA?rittt^?)o *^c. if* 
qi2IBJR(D«WKJ:Jxff, 4*S©«t*««>*fc 
±oT7y >-^(D/n 8 ^!7— KSrtDMMIKR)6"e*. 

[0 0 4 0] ^fc. W3ft3S3Xt^4lEttO*MfcJ:*t/ 

v^-^-^^*pt*5tt55i!9®^Sr^^"e*5^y 

[0 04 1] »#«5fB«o«MteJ:^tf, y 

40 y >-9\cWfcLfrs<*y— KO«pBES:BJSfc ^y^ 

[Blffi^^^] 

[EI2] iKl^co^ffitc^ott^/^y^/Vzivt: 0 ^--^ 
so #j*Sr^-f^Dy^|g 0 
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(54) PRINTER SYSTEM, PRINTER AND PRINTER CONTROL METHOD OF PRINTER SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To make decoding of a password which is 
set in a printer to be difficult and to sufficiently improve security of the 
printer. 

SOLUTION: A personal computer transmits a printer password to the 
printer at the time of starting. The printer collates the password with the 
password which is set when it receives the password. When the 
matching of a collation result is discriminated, the permission notice of 
a printer operation is transmitted to the computer. When the personal 
computer receives the permission notice, it starts the control of the 
printer. At the same time, a clocking operation is started and the 
password which is set is changed every time 10 seconds are clocked. 
The changed password is transmitted to the printer. When the printer 
receives the changed password, it rewrites the printer password which 
is set to the received password. During printer control, the passwords of 
the computer and the printer are changed at every ten seconds. 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
dama ges caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1 ] In the printer system which connects a printer to a terminal unit, transmits a command to said printer by actuation of said 
terminal unit, and is driven said terminal unit The 1 st password transmitting means which transmits the password for printers set up to 
said printer at the time of starting of equipment, Printer control will be started if this 1st password transmitting means receives the 
advice of authorization of printer actuation from the account printer of back to front which transmitted the password for printers. The 
printer control means which transmits the command to which print actuation is made to perform to said printer, a time check — the 
time check which operates — the period when the means and said printer control means are performing printer control, and said time 
check with a password change means to change the password for printers set up whenever a means clocks predetermined time If a 
change of the password for printers by this password change means is made The 2nd password transmitting means which transmits 
this changed password for printers to said printer is established. Said printer The rewritable nonvolatile memory which memorizes the 
password for printers, If the password for printers which said 1 st password transmitting means transmits is received The password for 
printers which has memorized this received password for printers to said nonvolatile memory, and a password collating means to 
collate, An advice of authorization transmitting means to transmit the advice of authorization of printer actuation to said terminal unit 
if this password collating means judges coincidence of a password, The password rewriting means which rewrites the password for 
printers memorized to said nonvolatile memory if the password for printers which said 2nd password transmitting means transmits is 
received is established. The printer system characterized by receiving the command which said printer control means transmits, and 
performing print actuation based on the command. 

[Claim 2] In the printer system which connects a printer to a terminal unit, transmits a command to said printer by actuation of said 
terminal unit, and is driven said terminal unit The 1st password transmitting means which transmits the password for printers set up to 
said printer at the time of starting of equipment, Printer control will be started if this 1 st password transmitting means receives the 
advice of authorization of printer actuation from the account printer of back to front which transmitted the password for printers. The 
printer control means which transmits the command to which print actuation is made to perform to said printer, a time check - the 
time check which operates — the period when the means and said printer control means are performing printer control, and said time 
check — with a password change means to change the password for printers set up whenever a means clocks predetermined time If a 
change of the password for printers by this password change means is made The 2nd password transmitting means which transmits 
this changed password for printers to said printer is established. Said printer The rewritable nonvolatile memory which memorizes the 
password for printers, If the password for printers which said 1st password transmitting means transmits is received The password for 
printers which has memorized this received password for printers to said nonvolatile memory, and a password collating means to 
collate, An advice of authorization transmitting means to transmit the advice of authorization of printer actuation to said terminal unit 
if this password collating means judges coincidence of a password, The password rewriting means which rewrites the password for 
printers memorized to said nonvolatile memory if the password for printers which said 2nd password transmitting means transmits is 
received, The resetting means which resets the password for printers memorized to said nonvolatile memory by the input of key 
information to the initial value set up beforehand is established. The printer system characterized by receiving the command which 
said printer control means transmits, and performing print actuation based on the command. 

[Claim 3] In the printer which connects with a terminal unit, receives a command from this terminal unit, and performs print actuation 
The rewritable nonvolatile memory which memorizes the password for printers, The password for printers which has memorized this 
received password for printers to said nonvolatile memory if the password for printers which said terminal unit transmits is received, 
and a password collating means to collate, An advice of authorization transmitting means to transmit the advice of authorization of 
printer actuation to said terminal unit if this password collating means judges coincidence of a password, The printer characterized by 
establishing the password rewriting means which rewrites the password for printers memorized to said nonvolatile memory if the 
password for printers changed with the transmitting backward aforementioned terminal unit of advice of authorization by this advice 
of authorization transmitting means is received. 

[Claim 4] In the printer which connects with a terminal unit, receives a command from this terminal unit, and performs print actuation 
The rewritable nonvolatile memory which memorizes the password for printers, The password for printers which has memorized this 
received password for printers to said nonvolatile memory if the password for printers which said terminal unit transmits is received, 
and a password collating means to collate, An advice of authorization transmitting means to transmit the advice of authorization of 
printer actuation to said terminal unit if this password collating means judges coincidence of a password, The password rewriting 
means which rewrites the password for printers memorized to said nonvolatile memory if the password for printers changed with the 
transmitting backward aforementioned terminal unit of advice of authorization by this advice of authorization transmitting means is 
received, The printer characterized by establishing the resetting means which resets the password for printers memorized to said 
nonvolatile memory by the input of key information to the initial value set up beforehand. 

[Claim 5] In the printer control approach of the printer system which connects a printer to a terminal unit, transmits a command to said 
printer by .actuation of said terminal unit, and is driven If the password for printers set up is transmitted to said printer at the time of 
starting of said terminal unit and said printer receives this password for printers It collates with the password for printers memorized to 
the nonvolatile memory which can rewrite this received password for printers. If coincidence of a password is judged, the advice of 
authorization of printer actuation will be transmitted to said terminal unit. Said terminal unit will transmit the command which printer 
control is started [ command ] and makes print actuation perform to said printer, if this advice of authorization is received. Said printer 
will perform print actuation based on this command, if this command is received. Said terminal unit transmits this changed password 
for printers to said printer while changing the period which is performing printer control, and the password for printers set up with the 
predetermined time interval. Said printer is the printer control approach of the printer system characterized by rewriting the password 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the printer control approach of a printer system at a printer system and a printer list. 
[0002] 

[Description of the Prior Art] Conventionally, what is indicated by JP,8-34147,A is known as a printer system. This is the printer 
system which connected the printer 3 while connecting two or more high order equipments 2 to Local Area Network 1, as shown in 
drawing 4 , and the printer 3 is constituted by the printing section 10 which consists of the transceiver section 4, the storage section 5, 
a control section 6, nonvolatile memory 7, a device control section 8, and the printing mechanism section 9. 
[0003] The transceiver section 4 of a printer 3 between each high order equipment 2 Log in requested data, Transmit and receive 
printing data, log out data, etc., and the storage section 5 memorizes the data which this transceiver section 4 received. A control 
section 6 performs collating of the data in control and nonvolatile memory 7 of the printing actuation in transmission of the requested 
data to high order equipment etc., printing data editing on the storage section 5, the device control section 8, and the printing 
mechanism section 9, registration, updating, etc. based on the data which the transceiver section 4 received. Moreover, the user 
managed table which registered specific User ID and a specific password is prepared in the nonvolatile memory 7 of a printer 3. 
[0004] If the printer 3 by which a user creates and does the printout of the printing data in high order equipment 2 in a system 
conventionally [ this ] is chosen, a log in demand will be transmitted to this printer 3, and a printer 3 will require User ID and a 
password of high order equipment 2 with a log in demand. Thereby, if a user transmits User ID and a password to a printer 3 from 
high order equipment 2, a printer 3 is collated with the user ID registered into the user managed table of nonvolatile memory 7, and a 
password, and when a user is in agreement, it will permit utilization of a printer. It enables it to make only a specific man use a printer 

by this. 
[0005] 

[Problem(s) to be Solved by the Invention] By the way, the printer which publishes a ticket and a reserved seat ticket is connected to 
the personal computer connected to the network like the reservation system of a railroad as a printer system, and although the printer 
system of a configuration of that a personal computer communicates with the computer system of a pin center,large through a network 
is also known, security is required in order that the printer used for such a computer system may publish a kind of gold note called a 
ticket and a reserved seat ticket. That is, a printer is in a theft and a serious problem arises in having connected with other personal 
computers and this printer having published the ticket and the reserved seat ticket freely. 

[0006] However, when the printer system of the official report mentioned above to such a printer system was applied, since the 
password with which the printer is set up had been fixed, it was [ that it is comparatively easy to decode ] inadequate in the security 
top. 

[0007] Then, invention claim 1 and given in two makes difficult decode of the password set as the printer, and offers the printer 
system which can fully raise the security of a printer. Moreover, invention according to claim 2 can set the password of a printer as 
initial value only using further specific key information, and offers the printer system which can make the handling in the maintenance 
of a printer etc. easy by this. 

[0008] Moreover, invention claim 3 and given in four makes decode of a password difficult, and offers the printer which can fully 
raise security. Moreover, invention according to claim 4 can set a password as initial value only using further specific key information, 
and offers the printer which can make the handling in a maintenance etc. easy by this. 

[0009] Furthermore, invention according to claim 5 makes difficult decode of the password set as the printer, and offers the printer 

control approach of the printer system which can fully raise the security of a printer. 

[0010] 

[Means for Solving the Problem] In the printer system which invention according to claim 1 connects a printer to a terminal unit, 
transmits a command to a printer by actuation of a terminal unit, and is driven a terminal unit The 1 st password transmitting means 
which transmits the password for printers set up to a printer at the time of starting of equipment, The printer control means which 
transmits the command which printer control will be started [ command ] if the advice of authorization of printer actuation is received 
from a printer after this 1 st password transmitting means transmits the password for printers, and makes print actuation perform to a 
printer, a time check - the time check which operates ~ the period when the means and the printer control means are performing 
printer'control, and a time check - with a password change means to change the password for printers set up whenever a means clocks 
predetermined time If a change of the password for printers by this password change means is made The 2nd password transmitting 
means which transmits this changed password for printers to a printer is established. A printer The rewritable nonvolatile memory 
which memorizes the password for printers, If the password for printers which the 1st password transmitting means transmits is 
received The password for printers which has memorized this received password for printers to nonvolatile memory, and a password 
collating means to collate, An advice of authorization transmitting means to transmit the advice of authorization of printer actuation to 
a terminal unit if this password collating means judges coincidence of a password, The password rewriting means which rewrites the 
password for printers it is remembered to nonvolatile memory that receives the password for printers which the 2nd password 
transmitting means transmits is established. It is in the printer system which receives the command which a printer control means 
transmits and performs print actuation based on the command. 

[001 1] In the printer system which invention according to claim 2 connects a printer to a terminal unit, transmits a command to a 
printer by actuation of a terminal unit, and is driven a terminal unit The 1st password transmitting means which transmits the password 
for printers set up to a printer at the time of starting of equipment, The printer control means which transmits the command which 
printer control will be started [ command ] if the advice of authorization of printer actuation is received from a printer after this 1st 
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password transmitting means transmits the password for printers, and makes print actuation perform to a printer, a time check — the 
time check which operates — the period when the means and the printer control means are performing printer control, and a time check 
— with a password change means to change the password for printers set up whenever a means clocks predetermined time If a change 
of the password for printers by this password change means is made The 2nd password transmitting means which transmits this 
changed password for printers to a printer is established. A printer The rewritable nonvolatile memory which memorizes the password 
for printers, If the password for printers which the 1st password transmitting means transmits is received The password for printers 
which has memorized this received password for printers to nonvolatile memory, and a password collating means to collate, An advice 
of authorization transmitting means to transmit the advice of authorization of printer actuation to a terminal unit if this password 
collating means judges coincidence of a password, The password rewriting means which rewrites the password for printers it is 
remembered to nonvolatile memory that receives the password for printers which the 2nd password transmitting means transmits, The 
resetting means which resets the password for printers memorized to nonvolatile memory by the input of key information to the initial 
value set up beforehand is established, and it is in the printer system which receives the command which a printer control means 
transmits and performs print actuation based on the command. 

[0012] In the printer which connects invention according to claim 3 to a terminal unit, receives a command from this terminal unit, and 
performs print actuation The rewritable nonvolatile memory which memorizes the password for printers, The password for printers 
which has memorized this received password for printers to nonvolatile memory if the password for printers which a terminal unit 
transmits is received, and a password collating means to collate, An advice of authorization transmitting means to transmit the advice 
of authorization of printer actuation to a terminal unit if this password collating means judges coincidence of a password, It is in the 
printer which established the password rewriting means which rewrites the password for printers it is remembered to nonvolatile 
memory that receives the password for printers changed with equipment after [ transmitting back end ] advice of authorization by this 
advice of authorization transmitting means. 

[0013] In the printer which connects invention according to claim 4 to a terminal unit, receives a command from this terminal unit, and 
performs print actuation The rewritable nonvolatile memory which memorizes the password for printers, The password for printers 
which has memorized this received password for printers to nonvolatile memory if the password for printers which a terminal unit 
transmits is received, and a password collating means to collate, An advice of authorization transmitting means to transmit the advice 
of authorization of printer actuation to a terminal unit if this password collating means judges coincidence of a password, The 
password rewriting means which rewrites the password for printers it is remembered to nonvolatile memory that receives the password 
for printers changed with equipment after [ transmitting back end ] advice of authorization by this advice of authorization transmitting 
means, It is in the printer which established the resetting means which resets the password for printers memorized to nonvolatile 
memory by the input of key information to the initial value set up beforehand. 

[0014] In the printer control approach of the printer system which invention according to claim 5 connects a printer to a terminal unit, 
transmits a command to a printer by actuation of a terminal unit, and is driven If the password for printers set up is transmitted to a 
printer at the time of starting of a terminal unit and a printer receives this password for printers It collates with the password for 
printers memorized to the nonvolatile memory which can rewrite this received password for printers. If coincidence of a password is 
judged, the advice of authorization of printer actuation will be transmitted to a terminal unit. A terminal unit will transmit the 
command which printer control is started [ command ] and makes print actuation perform to a printer, if this advice of authorization is 
received. A printer will perform print actuation based on this command, if this command is received. A terminal unit transmits this 
changed password for printers to a printer while changing the period which is performing printer control, and the password for printers 
set up with the predetermined time interval. A printer is in the printer control approach of the printer system which rewrites the 
password for printers it is remembered to nonvolatile memory that receives this changed password for printers. 
[0015] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention is explained with reference to a drawing. 
(Gestalt of the 1st operation) Drawing I is the block diagram showing a system-wide configuration, it connects with a network 12 with 
the personal computer as a terminal unit, and 1 1 communicates with the center system 13 through this network 12. The database 14 is 
connected to said center system 13. 

[0016] said personal computer 1 1 — a time check - the time check which operates — means 1 la is prepared and the printer 15 is 
connected to this personal computer 1 1 . CPU from which said printer 15 constitutes a control-section body (central processing unit), 
ROM which memorizes the program which controls a printer (read only memory), By RAM (random access memory) which stores 
temporarily the data from said personal computer 1 1 A control-section body The CC section 16, a password for printers, etc. to 
constitute The printer control circuit 20 which carries out actuation control of the motor 19 which performs a flash ROM (read only 
memory) 17, the printer head 18, form conveyance, etc. which are the rewritable nonvolatile memory to memorize, and said personal 
computer 1 1 and communication link It has the communication link (interface) IF 21 to perform. Said CC section 16, the flash ROM 
1 7, the printer control circuit 20, and the communication link interface 21 are electrically connected through the bus line 22. 
[0017] Drawins 2 is the flow chart showing the communication link with a personal computer 1 1 and a printer 15, and the processing 
based on it, and a personal computer 1 1 logs in a user in SI first. That is, a user switches on the power source of a personal computer 
1 1 , and starts a computer in inputting a password and user ID. 

[00 1 8] If it starts, a personal computer 1 1 will transmit the password for printers set up in S2 based on the program to a printer 1 5 ( 1 st 
password transmitting means). 

[0019] A printer 15 collates the password for printers which received the password for printers from a personal computer 11, and was 

received in SI 1 SI 2 with the password for printers beforehand set as said flash ROM 17 (password collating means). 

[0020] Decision of coincidence with this collating result, the received password for printers, and the password for printers set up 

transmits the advice of authorization of printer actuation to said personal computer 11 in SI 3 (advice of authorization transmitting 

means). 

[0021] If the advice of authorization of printer actuation is received from a printer 1 5, a personal computer 1 1 will start printer control 
in S3, and will transmit the usual command which makes print actuation perform to a printer 1 5 by S4 (printer control means). 
[0022] If a command is usually received from a personal computer 1 1, in SI 4, a printer 15 will drive the printer control circuit 20 
based on a command, will perform print actuation, and will transmit it to a personal computer 1 1 by making the result into the status 
S15. 

[0023] if a personal computer 1 1 starts printer control — said time check - the time check by means 1 la - actuation is started. And 
reception of the status from a printer 15 transmits the following usual command. In this way, a printer 15 continues print actuation, 
usually repeating the exchange of a command and the status between a personal computer 1 1 and a printer 15. 

[0024] the period when the personal computer 1 1 is performing printer control, and S5 — said time check — whenever it confirms that 
means 1 la clocks 10 seconds and clocks 10 seconds, in S6, the password for printers set up is changed (password change means), and 
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this changed password is transmitted to said printer 15 (2nd password transmitting means). A change of the password for printers at 
this time is made for example, by random-number data processing etc., and it is not made entirely clear to a user. 
[0025] A printer 15 will be rewritten in the password for printers which received the password for printers set as the flash ROM 17 in 
SI 6, if the password for printers changed from the personal computer 1 1 is received (password rewriting means). And password 
change completion is notified to a personal computer 11 in SI 7. 

[0026] A personal computer 1 1 will check that the printer 15 has completed modification of a password in S7, if password change 
completion is received, the personal computer 1 1 is performing printer control for the above processing — it repeats during the period. 
[0027] In such a configuration, a personal computer 1 1 transmits the password for printers set up at the time of starting of equipment 
to a printer 15, a printer 15 collates this password for printers with the password for printers set as the flash ROM 17, and only when in 
agreement, it transmits the advice of authorization of printer actuation to a personal computer 11. 

[0028] Therefore, a personal computer 1 1 can start printer control, only when the password for printers set as the printer 15 is 
transmitted. And when printer control is started, a personal computer 1 1 usually transmits a command to a printer 15, and makes print 
actuation perform to a printer 15. 

[0029] moreover -- if a personal computer 1 1 starts printer control ~ a time check - means 1 la is operated, the password for printers 
set up every 10 seconds is changed, and the changed password is transmitted to a printer 15. A printer 15 will rewrite the password for 
printers set as the flash ROM 17, if the changed new password for printers is received. And if rewriting is completed, it will be 
transmitted to a personal computer 1 1 , and a personal computer 1 1 checks that the password for printers has been rewritten in a printer 
15. 

[0030] In this way, a personal computer 1 1 and a printer 15 will have a new password for printers. And a user does not understand this 
at all. Rewriting of such a password for printers is repeated every [ the period to which a personal computer 1 1 controls a printer 15 
and print actuation is made to carry out, and ] 1 0 seconds. 

[0031] And after control of the printer 15 with a personal computer 1 1 is completed, rewriting of the password for printers is also 
ended, and the final password for printers is decided in a personal computer 1 1 and a printer 15. This password for printers turns into a 
password for printers transmitted to a printer 1 5 from a personal computer 1 1 , when a personal computer 1 1 is started next. 
[0032] Thus, the password for printers set as a personal computer 1 1 and a printer 15 is rewritten, and since a user moreover is not told 
at all, it will be in the condition of not understanding at all what kind of password for printers is set up in the printer 15. That is, the 
security of a printer 15 will fully be raised. 

[0033] Therefore, even if a printer 15 encounters a theft, it will be next to impossible to decode the password for printers set as the 
printer 15. For this reason, a printer 15 can be connected to other personal computers, and it cannot be made to operate. Therefore, 
even if it has the function in which a printer 1 5 publishes gold notes, such as a ticket and a reserved seat ticket, there is no possibility 
that a gold note may be unjustly published by this printer, 

[0034] (Gestalt of the 2nd operation) The gestalt of this operation describes the modification of a printer. In addition, the configuration 
of those other than a printer is the same as that of the gestalt of the 1st operation. Moreover, in a printer, a part which attaches the same 
sign and is different is stated to the same part as the gestalt of the 1 st operation. 

[0035] As shown in drawing 3 , the key switching circuit 23 and the key 24 are being used for a printer 151 as a resetting means which 
resets the password for printers memorized to the flash ROM 17 by the input of key information to initial value. That is, key 
information is inputted from said key switching circuit 23 by inserting said key 24 in the key switching circuit 23, and carrying out 
revolution actuation, and the CC section 1 6 is rewritten using this key information to the initial value beforehand set up in the 
password for printers memorized at the flash ROM 17. 

[0036] In such a configuration, a printer 151 is separated from a personal computer 1 1 for repair or a maintenance, and it conveys in a 
specific location, and when terminating predetermined repair or a predetermined maintenance and performing an operation test, the 
password for printers memorized by the flash ROM 17 by inserting in the key switching circuit 23 the key 24 which the specific man 
has, and carrying out revolution actuation is rewritten to the initial value set up beforehand. 

[0037] Even if this initial value is known on the manufacturer side and it connects [ therefore ] this printer 151 to other personal 
computers, a printer 151 can be operated in entering the password for printers of initial value from this personal computer. Thus, it 
comes to be able to perform the handling of the printer in repair, a maintenance, etc. easily. 

[0038] In addition, with the gestalt of this operation, although it is made to perform the input of key information by inserting a key 24 
in the key switching circuit 23, and carrying out revolution actuation, it may not necessarily limit to this, and the key information 
enciphered [ code ] may be inputted by a key stroke etc. 
[0039] 

[Effect of the Invention] As explained in full detail above, decode of the password which was set as the printer according to invention 
claim 1 and given in two is made difficult, and the printer system which can fully raise the security of a printer can be offered. 
Moreover, according to invention according to claim 2, the password of a printer can be set as initial value only using further specific 
key information, and the printer system which can make the handling in the maintenance of a printer etc. easy by this can be offered. 
[0040] Moreover, according to invention claim 3 and given in four, decode of a password is made difficult and the printer which can 
fully raise security can be offered. Moreover, according to invention according to claim 4, a password can be set as initial value only 
using further specific key information, and the printer which can make the handling in a maintenance etc. easy by this can be offered. 
[0041] Furthermore, according to invention according to claim 5, decode of the password set as the printer is made difficult, and the 
printer control approach of the printer system which can fully raise the security of a printer can be offered. 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram in which showing the gestalt of operation of the 1st of this invention, and showing a system-wide 
configuration. 

[Drawing 2] The flow chart showing the communication link with the personal computer and printer in the gestalt of this operation, 
and the processing based on it. 

[Drawing 3] The block diagram showing the configuration of the printer in the gestalt of operation of the 2nd of this invention. 

[Drawing 4] The block diagram showing the conventional example. 

[Description of Notations] 

1 1 — Personal computer (terminal unit) 

1 1 a— a time check — a means 

1 5 - Printer 

1 6 - CC section 
17 -Flash ROM 
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